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berattacks are on the rise worldwide and India is not left behind. i i
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are being taken to ensure a smooth transition from physical to digital
world, the focus on security measures to prevent cyberattacks is still
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In this article, we examine the insufficiency of the regulatory
mechanisms put in place to bound businesses in India to report data
breach incidents to their customers or to government agencies.
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CERT-In and Its Limitations
The Information Technology (The Indian Computer Emergency Response Team and Manner of Performing
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Functions and Duties) Rule, 2013 * (“Rules”) provide for mandatory reporting of certain types of Cyberattacks to a
national agency, the Indian Computer Emergency Response Team (“CERT-In") which remains functioning on

24-hour basis on all days of the year.uj The role of CERT-In is to interact with and seek assistance from various
stakeholders defined in Rule 10 of the Rules to collect, share and disseminate information and also to respond and
prevent cyber security incidents.

While this is an important step toward, the Rules lack clarity on several aspects, such as time within which
incidents must be reported, nature of incidents to be reported, the potential risk level, etc., This may result in
inconsistent reporting of Cyberattacks.

Types of Cyberattacks

Reporting of certain types of “cyber security incidents” to CERT-In is mandatory.ls’ However, little guidance is
provided on what these incidents mean and what level of impact thev can have. For instance, while the terms
“spoofing”, “phishing” are commonly used terms, there is no legal definition of the terms in the Rules or the
Information Technology Act, 2000 (“IT Act”). Some of the listed incidents are vaguely identified, such as
compromise of critical systems/information. Some of the listed incidents may be extremely common and even
difficult to identify, such as targeted scanning/probing of critical networks/systems.
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Ransomware type Cyberattacks are on the rise. ~ Here, attackers block access to certain database and demand
users to pay a ransom, often in the form of cryptocurrency, to unblock it. They are expected to hit $6 trillion

worldwide in the current year; double the damage since 2015,”] Ransomware are becoming increasingly common
and hurtful. However, ransomware do not fit directly in to any one or combination of the types of incidents listed
in the Rules. While CERT-in has reported various instances of ransomware, there is a need to put a systemic
mechanism in place that is not limited to not encouraging individuals or organizations to pay the ransom.

From a reading of the definition of “cyber security incidents"m, it appears that the focus of the Rules is on
incidents that violate security policies of an organization and involve some degree of unauthorised use/access of a
computer resources/disruption or denial or services. Companies when faced with cyberattacks must therefore
assess if the incident is a result of unauthorised use/access/disruption or denial or services. Incidents resulting in
a data breach that have occurred due to internal errors, actions of employees authorised by the company, etc. may
therefore not be within the scope of the Rules. This assessment must be done on a case to case basis.

Cyberattacks are happening not only on networks and databases but also on firms that develop security testing
tools. When such security testing tools are compromised, cyberattacks go unnoticed and proliferate before huge
damage across various companies surfaces. Such was the case in the SolarWinds cyberattack in which “Sunburst”

. . : .19l .
malware was introduced into cybersecurity management software, Orion. * These types of cyberattacks do not fit
well within the incidents listed by the Rules.

Critical Services

CERT-In provides various critical services in dealing with cyberattacks,["" including responding to cyber security
incidents, predicting and preventing them, undertaking their forensic analysis, information security assurance
and audits. But it does not provide the service or mandating any requirement of reporting cyberattacks to
customers whose data may have been affected. This gap in taking proactive steps to make crucial information












